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Abstract: First, power analysis attacks of elliptic curve cryptographic algorithms are introduced , the random mask
in the application of ECC algorithm is proposed and designed, on this basis, a key step fixed-value masking method
has proposed and designed in order to reduce the encryption chip’s power consumption and area, to improve compu-

ting performance. It has been proved that the proposed algorithm can effectively resist the first-order differential

power attacks.
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Output: Q=kp

Set ke (ko- kb)),

Set pr<p,pr<2p

For i from n—2 down to 0 do

if £;=1 then

Set pre—pr+ prsp2<2p:
Else

Set poep1+ p2yrpr<—2p

Return(g=p,)
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Input: p,.d

QOutput: Q, Q=dP

Q=0, G=P;

Fori from 0 to {—1 do

If (di= =1) Q=Q+G;

G=2G;

Endfor
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r = GenerateFixedNumber() ;

Input: p.d

Output: Q, Q=dP

Q=0, G=P;

For i from 0 to [—1 do

[if (&= =1) @ =QDr+GDr;]
|Else compute (Q@r+G@r)|

Endfor
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